YcTaHOBEHA U CBaJIcHA € KOMYHHKAIIMS OT YaT MPUIIOKEHUE ,, | elegram®, uacranupano Ha
muunus tenedon Ha nuieto Kpucrtusan boiikos. [IpuioxeHneTo € HaCTpoeHo u paboTu ¢ abOHATEH
HOMeEp 3a BCEKU MPO(UII, KaTO B KOHKPETHUS Ccllyyaill akayHTHT Ha BoiikoB € cBbp3aH TenedOHHUS My
HOMep 08******** B yaropeTe yuacTBa ¢ moTpeOUTEICKO UMe ,,John Doe*,

Start Time: 27.5.2019 r. 10:36(UTC+0)
Last Activity: 12.6.2019 r. 09:17(UTC+0)
Number of attachments: 3

Source: Telegram |
Source file: zip/apps/org telegram messenger/f/cache4.db : 0x18A6441 (Table: messages. users, Size: 31055872
bvtes)
_ .zip/apps/org telegram messenger/f/cache4.db-wal : 0xCCBS8D (Table: users, Size: 8458392 bytes)
Body file: chat-3.txt
Participants:
y 851 439923|
Iy
571921516
" N John Doe er
Identifier: 851439923

KO€TO C€ NOTBBPKJAaBa U OT aHAJIM3a Ha IMOCJI€ABalllaTa KOMYHHUKAIIWA:

High
602806107 £ INEEEG_
27.11.2018 r. 16:228(UTC+0)
20_zip/appy/ocg. telegram messenger'f'cached db | 0x850ASF (Table: messages, users, Size: 31055872 bytes)
High
602806107 ENN
Kpucruss Bo#kor?
3.12.2018 r. 15:12(UTC+0)
Source:
| zip/apps/org telegram messenger/ficached db : 0xBACA3] (Table: messages,
Users, d1ze: 31UDS 72 Oytes)
High

571921516 John Doe
?Kso D

Status: Sent

3.12.2018 r. 15:13(UTC+0)
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® @ m/m | B 2 & q

602806107 Eff N

ToBa mu cu TH )

3.12.2018 r. 15:13(UTC+0)

Source.
3p/apps/org telegram messenger/ficachad db - 0x8ACOI2 (Table: messages,
)

SO R )

High

571921516 John Doe

Jano

Status: Sent

3.12.2018 r. 15:13(UTC+0)

YcTaHoBeHa € YaT KOMyHHKAalMs MEXIy Juna ¢ mnorpeburenckun mmena ,UM  H TAIS
ycraHoBeH kato V. A. ETH******xxkxx i John Doe* ycranoBen kato Kpuctusin BoiikoB, kosito e

¢ HavaiHa mata 07.03.2019r. 14:34 yaca.

Start Time: 7.3.2019 r. 14:34(UTC+0)
Last Activity: 30.5.2019 r. 14:15(UTC+0)
Number of attachments: 25
So\me:ﬁTI:le = 0x1071D61 (T: Si 055872
e file: zip/apps/org telegram messenger/f'cached.db : 0x1071D61 (Table: messages, Size: 31055872 bytes)
1 ‘flcache4 db-wal : 0xD1682 (Table: users, Size: 8458392 bytes)

p/app g
t-15.txt
Partucipassa.
752641031
g

571921516

‘/_l Joha Doe (owner)

Identifier: 752641031

Ha 22.03.2019r BoiikoB muiiie ,,3anmouBaMe* u B IIOCIEACTBHUE JA0MBIIBA ,,Ae JIa JVYMKaMe Halm“.

@® © 513 /0% B ¢ ¢

FAR RSP TCCIRN B0 T ULII B0 (FI0G TSR

High

571921516 John Doe

Sanowsame

2232019 r. 22:1UTC+0)

xamn messenger fcaches @ - Ox121SEEA (Table: messages.
o messenger ficached dd-wal ; 0xCCBED (Table: usess,

= [ Hgn ]

752641031 il TAX

aii prigtno prekarvane :D

2232019 r. 22 20(UTC+0)

vappsierg telegram messengerficaches &b : 0x1215074 (Table: messages,
‘appriory teiepam messengerSicacked dbawal - 0xD1682 (Table: users,

571921516 John Doe

Ae a gymxame gan

Stams: Seat
23.3.2019 r. 09:38(UTC+0)
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571921516 John Doe

nra by, nap.bg

Status: Sent
23.3.2019 r. 09-38(UTC+0)

ip/app telezram ‘cached.do - 0x121727B (Table: messages,
ip/apps/org.telegram messenger/ficached.db-wal : 0xCCBSD (Table: users,

Hi,

571921516 John Doe

BCHIKH CHO0MeHEHH

Status: Sent
23.3.2019 r. 09:38(UTC+0)

- ip/apps/org.telegram messenger/ficache4.db - 0x1217217 (Table: messages,
ip/apps/org.telezram messenger/fcached. do-wal : 0xCCBSD (Table: users,

[ High |
752641031 MM TAJ
Dai da go napravim dovechera taman she lafime che sq izlizam na zabolekar
2332019 r. 12:02(UTC=+0)
YCTaHOBEH € TPYIOB YaT ¢ YYaCTHHIIM C TOTPEOUTEIICKH UMEeHA “3 TAD” ycraHoBeH KaTo
3.M. EI'H ******xkxkx. John Doe“(owner) ycranoBen kato Kpuctusin Boiikop EI'H *****x***
“Ivan Todorov” ycranoBeH kato MBan TompopoB EI'H *****x*x> »l V¢ yCTaHOBEH KaTo
WL.I1. E[H **xsxsrsr G “ ycranoBeH karo I'. A, E['H **** st ] «

ycraHoBeH Kato L[.I'. EI'H ****xssxk: 1]

TAJ* ycranoBeH kato M. A. E[H***xxrkarix:

Start Time: 16.9.2018 r. 10:03(UTC+0)
Last Activity: 16.7.2019 r. 10:31(UTC+0)
Number of attachments: 520

Source: Telesram
Source file:

bytes)

Body file: chat-28.ext

zip/appelorg telegram messenger/feached db - 0xRCFEL (Table: messages, users, Swre: 31055872
zip/gpnefare talarram messenger/fcached. db-wal : 0x12DFO08 (Table: messages, users, chats, Size: 8458392 bytes)

Partic :
N 667684434
‘ h 2 TAD
oy 571921516
‘ h Jobn Doe (owner)
- 279562092
‘ ] Ivan Todorov
- 384591193
‘ & I w
oo 3521014%0
'
. 745551351
‘ I 1
. 752641031
‘ l H TAL
Identifier: tad cyber team
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B vara na 14.04.2019r. uma nmy6nukanus ot boiikos ,,HAII Tas Beuep cu 3amMuHaBa“

3833 / 7036

® ®

B 7 &

279562092 Ivan Todorov

https //github_com/zerosumOx{/smbdoor

14.42019 r. 14:04(UTC+0)

Source:
Ty telegram massenger Pcacked db ; Ox13830AB (Table: mesages.
D telegram messengerficaches db-wal - (xCCICO (Tadle: wsers.
Size: 3458392 brtes) AT
[ Hg ]
14.4.2019 r. 14:38(UTC+0)
Source:
Zipappserg relepam messenger fcached. db | 0x152CCIS (Table: messages.
[ [ Ea ]
383

571921516 John Doe

HAII Tax Besep CH 3aMEHIBA

Statas: Sent
14.4.2019 r. 14:40(UTC+0)

VYCcTaHOBEH € IrpylnoB YaT C yYaCTHULM C NOTPEOUTEICKH UMEHa ,,3

TAJ* ycrtanoBeH

kato 3.M. E[H ****xxkxx John Doe“(owner) ycranoBen kato Kpuctusu boiiko EI'H
FASAAAARA*, “Ivan Todorov” ycranoBeH kato VBan Tomopos EI'H **x*xixi ]

ycraHoBeH Karo MLIT. EI'H **#xx#xxsx G

V“

“ ycraHoBeH Karo [.A. EI'H **#xxkxt

| “ ycranoBeH kato L[.I'. E[TH ***x*xtx | TAI* ycranosen karo U.A. EI'H
*kkhkkhkkkhkkhkhkkikk-
1
N ot o 50
g:':& Bpapps/ore telegram messenger ficaches db | (SCFSS (Table: messages, wsars, Size: 31055872
s 0.2pappv Eicached db-wal : 0x12DF0S (Table: maessages, e, chats, Siza: S458392 bytes)
PSR
Parici
67665433
‘ & 3 Tap
571921516
‘ M Joka Doe (owner)
279562092
‘ & Iven Todarow
384301103
‘ “ 1 w
352101490
By °
745551351
By
752641031
2 I
Identifier tad cyber team
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B rpymara boiikoB crnomenst Ha TomopoB yeb aapec Ha Owpowcasno yupedxcoenue W TIUIIE
»@Chapoblan, Bmwx kot e npasun caiita :)“ TomopoB otroBaps ,,Mpaa. To cu e TIXHO Mail qaxe
TOBa.“, Ha KoeTo boiikos nuiue ,,Jlpyrara cexmuua ca B busosab®.

571921516 Joha Doe

CaliT Ha AbPXKABHO yupeaeHune

States: Semt
1172019 r. 14:51(UTC+0)

5 3ppsery mlsgnins toessetper Ticached & | 0x1DSDICE (Table: messages. Size
D appsiecy telegram messenges ficaches db-wal : IxCCBID (Toble: users, Sive: $458392

High

571921516 Jobn Dos
(@chapoblan Bex xoit ¢ npansot caiira ©)

Stamgy: Seat

11.72019 r. 14:31(UTC+0)

upappe/arg wiegram massenger foacked & ; 0xIDSD2L (Table: massages,
Size 3055572 bvees)
2pappriarg wiegram messenger Teached S-wal | 0xCCHED (Table: wien,

WIE. 38992 TYIES)

279562092 Ivan Todorov

Muna

279562092 Ivan Todorov

To ca e TAXHO Ma# Zawe ToBa

[ S0
1
Sivas UITRERTY hwtaeh
1

Saze: §458392 bytes)

1172019«

11.7.2019 1. 14:54UTC+0)

14:54(UTC+0)

l High

zip/apps'org wlegram messenger Ocached &b - 0xIDSD21] (Table: messages,
zip/appzorg telegram messenger Feached dbowal - 0xCC2CY (Table: users,

571921516 John Doe

Jpyrara cepMuana me ca B Busoas

Statux: Sent
11.7.2019 r. 14:54(UTC+0)
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B cpmiara rpyna uma ycraHoBeHa yat komyHukarus ¢ gara 03.11.2018r., B xosito boiikoB
nuuie ,, iMaM J0CTBI 10 BbTPEIIHATA CUCTEMA Ha 3acmpaxosamenna Komnanus 4°,
| H= |

571921516 John Doe
HMan J0CTHD 10 BETPEIIHATA CHCTEMA Ha
3acTpaxosaTenHa

Soatuy: Sent KomnaHuAa 4
3.112018 r 00-S8(UTC+0)

Nt
1.:;,.'“7_‘;‘.‘;::0 Zipapps'org telegram messenger ficached db - (n643818 (Table: messages,
v P IPPsorg telegram messenger Ticached db-wal : OxCCBED (Table: users,

Size” 5439307 bynes)
[ High

571921516 Jokn Doe

3.11.2018 r. 00:58(UTC+0)

Source:
1 0.zp apps/org telegram messenzer ficaches db : 0n6457CT (Table: messapes,
Size: 31055872 tvtes) o i o

0.zipappsiorz telegram messenzer ficaches db-wal - 0xCCBSD (Table: users,

i
Size: $458392 bytes)
| Hgh |

571921516 Jobn Doe
ByxBanso 10 NOpPTANA B XOHTO BCIKA C/1HA CIYAHTENKA CH K983 _

3.11.2018 r. 01:06(UTC+0)

Status- Sent

Seurre:
b 0. /erg telezyam messanper ficached db : (xd4570C (Table: messapes, Size: 31055872 )
: 3 . ogng ficached do-wal : 0::6 (Table- usess. Size ﬂmnb?;

Ha koaTo MiBan TomgopoB oTtroBaps ,,3Hauu Jja TM TOHUM 32 TECTOBE aKO HE, B HOBUHUTE"

8 7 &

® ©@ 2 /7%

571921516 John Doe
114k dafim u 7GB 6a3a 8 xpaifna cMeTxa °)

Stams: Sear
3112018 r. 04:56(UTC+0)

cached.db - 0x64368B (Tabie: messages,

Source:

0.zpapp: 2
DL ILUDNS 12 OVIRS)
»zip riegnm cached dh-wal : (RCCBED (Table: users,
Size: 5453392 bytes)
I HaE .l

571921516 John Doe

M eama GeackEEa 5O

Statas: Seat
3112018 r, 04:57(UTC+0)

Saners »
) ziplappuocg telegram 8 064561F (Tabile: messages,
Size: 31055872 bytes)
0 db-wal : O5CCBED (Table: users,

NI FAITINL YIS
2443

279562092 Ivan Todorov

3HATH 13 TH F'OHHM 33 TECTORE

3.11.2018 r. 07-58(UTC+0)
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@® @ a4 /70% B ¢ &

| High
279562092 Ivan Todorov
Axo HE, B HOBHHHTE
3.11.2018 r. 07:58(UTC+0)
Coamwen:
papps/ore telegam messenger/icaches, db : 0n645483 (Table: messages,
Size: 31055872 bvres)
ipiappuiors telegram meisenger/Ecacha’ B-wal : 0xCC2C0 (Table: users.
Seze; ¥A98IV2 Uytes)
High

571921516 John Doe

Tpax 12 MEEC HIBSCTHO BpEMC

Stumas: Sent

3112018 r. 11:1B(UTC+0)

Source:

) ziplappajorg telegram messenper feached & © 0x54540F (Table: messages,
Sz S1005 /2 bes)

| zip appsorg telegram messengar 'cached db-wal ; OxCCBID (Table: users,
Size: §458392 bywes)

[ High

571921516 Jokn Doe

He e 0sx szwaxan egrara 6aza . 18 7GB e ocsossaTa 633a Ha KmHeHETHTE

Status: Semt

3112018 r. 11:224(UTC+0)

Hskonko yaca no-kbCHO pa3roBOpbsT NpoabikaBa, kato Msan Tonopos nume: ,,U ru
OeKI0opBaii, Ye HAKOH VTpe 1Ie ' PANIOPTHE M 1€ TH 3aTBOPAT BpaTaTa. A mocJje cJIy4aiHo Ime
MM HAMepHM 0eKIopoBeBe. Xaxa.*

B8 X3 Q ® @ w6 m6 B

279562092 Ivan Todorov

Y ru bexjiopBaii, 9e HIKOH yTpe INe T'H PaNlOpTHE H Iie TH 3aTBOPAT BPaTara

3.11.2018 r. 12:35(UTC+0)

zip/apps/org. telegram meszenger/fcached db : Ox648BA9 (Table: messages, Size: 31055872 bytes)
).zip/apps/org.tel ‘fleached. db-wal : 0xCC2CY (Table: users, Size: 8458392 bytes)

——_—— e ——

279562092 Ivan Todorov

A mocne cy9aiHO INe HM HaMHpaMe OexopoBere

3.11.2018 1. 12:35(UTC+0)

Source:

| |.z3p/apps/org. telegram messenger/f/cached db ; 0x648B18 (Table: messages, Size:
31055872 bytes)

1 | iplappalore. tek (ficached. db-wal : 0xCC2C9 (Table: users, Size:
8458392 bytes)

[

R __8BESSSSSDhm—_——h———————

279562092 Ivan Todorov

Xaxa

3.11.2018 r. 12:35(UTC+0)

7121



Pa31"OB0p’LT npoabJI’KaBa, KaTo TO)IOpOB IUIIC: ,,A3 ropopss Kato ru TecTBamMe, aa

oJiecBame. “

279562092 Ivan Todarov

A2 rOBOPE KaTO TH TECTBaME, 12 Onecsave

3.11.2018 r. 12:35(UTC+0)

Bes b | 0848984 (Table: messapes, Size:

db-wal : 0xCCICH (Taivle: wsers, Size:

571921516 John Doe
He sy pazai ga H mmm ome 13 XOHTAKES

Soams: Sent
3.11.2018 r. 12.36(UTC+0)

m‘wwﬂnﬂum"‘twma OnS43SFF (Table: messages,
- 31033872 byees)

feached db-wal : OuCCBED (Table: wuars,

571921516 Jobn Doe
Hexa ja MEBRRT Mecemm

Stames: Sent
3112018 r. 12:36(UTC+0)

e e s s it . RS e e
TS
mwnmmmrwmu ORCCBID (Table: wters,
- Tore)

@® © 290 /703 B 2 &

279562092 Ivan Todorov

axax

Source

3.11.2018 r. 12:47(UTC~0)

W‘p&«g,tw Tcaches.db : 0x6482DA (Table: messages,

ST 358392 BV

/appriorg cached db-wal - 0xCCICO (Table: users,

279562092 Ivan Todorov

3Ha98 MOKE Jja CTase 9YACH CKasaan

Source:

3.11.2018 r. 12:47(UTC+0)

ip/apps org telezam messenger icached db : 0x64825B (Table: messages.,
: 2]
‘appsiorg telgram messenper Ccached db-wal - (xCCCO (Table: users,

279562092 Ivan Todorav

KO KO ChM II€ I'0 Ka1a B HETA 33 HAHAHUE

3.11.2018 r. 12:47(UTC+0)

db : 0u$481D3 (Table: messapes, Size:

PP = . db-wal - 0xCC2CO (Table: users, Size:
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B uar mexnay numa ¢ moTpeOUTENCKU UMEHA ,, |

G* ycranosen karo T. JI. ETH

FHFFFIIIXX* 1 ,,John Doe““(owner) ycranoBen kato Kpuctusa Boiikop ET'H ****xxkxkkx,

Start Time: 8.4 2019 r. 13:45(UTC+0)
Last Activity: 20.6.2019 r. 07:22(UTC+0)
Number of attachmeats: 10
Source: Telegram (359
Source file:

telegram

IP/apps/ong.

byvtes)
Body file: chat-9.txt
Participants:

zip/apps/org telegram messenger/fcached.db-wal : OxCCBSD (Table: users, Size: 8458392 bytes)

.db : Ox14ES6AC (Table: messages, users, Size: 31055872

806361477

Y
571921516

John Doe (owner)
Identifier: 806361477

Ot xopecnoHieHIUsATa cTaBa sicHo, ye T.J1.

€ MOTeHLMAJIEH KyIlyBau Ha IpeJylaraHa 6asa c

JaHHU. boMKOB Ny0/IMKyBa LIEHOpPa3UC ¢ OPUEHTUPOBBUHU LIEHU Ha IPUIO0OUTH €IEeKTPOHHU MacHUBH.

i}

134/ 7036

® ©

571921516 John Doe

- O6yseaas, IPOUCAYPH B yxazamas - 3500ms
- CraracTixs B agansy - 150008

B 2 &

Thma basa fagan menTs (~1.3 MEHoHa yEREATHE GEIAIecks THi) - 350018,

- Thumaa 6a3a gases omserTd (52 000 xoMuasss,

KH JTHTA, TRIHA BEpopMaEd) - 4500ms.

- JIOKyMeHTH (JorOBOPH, AHEKCH, YBEAOMICHHA, (PakTypH, PHPMEHR Pa3x0fH, IPEMEH, 3AIUTATH?,
KOMBCBOHEH - ~10000 dafina, pazfesens no roques) - 35001
- ITenies copc KO Ha BCHIKHE cHCTeME (Kankynarops, CRM, ERP -+ npanexampTe md 0238 JaHER) -

250018

- Miveitn xopecnoaesipas - 100018 Ha akaysT (MOXE H /12 HE CTaHE, THE KaT0 €2 PA3NeNeHN HMeRT

CHPEBPHTE 32 CIYAHTENH OT Te3H Ha yeb yoryrare)

- Karo boryc aasaw soarnce 268 000 sacrpaxoparems bpoxepn or USA, xorTo mdam. .. TTuma

HEQOPMAITHS)
Ofima nena 3a abcomoTso BoaTio - 1500018,

Stams: Semt

135 /7036

® ©

571921516 Jokn Doe

9.42019 + 07:48(UTC:0)

B 7

Jlaeam TH OpHEHTHPOBLIHA nesa .. Hexa 2 ro obChIEM aKo BH € MHOTO

Statas: Sent

/apps'orz telezram messenger/Ticached b : Ox14EBA3A : mes: . Size- 31055872 bytes)
ngquhmwm‘udﬁ.dbnl < OxCC‘Btgh('!)?akw mﬂﬁm: 8458392 bytes, ?

571921516 John Doe

942019 ¢ 07:4%UTC+0)

High

KM Ta3H [ieHa ChM CH BEIKSHI B DEPEOATHOTO 0OBOBABaHE B BEODPEACIICH NEPHOM OT BPEME,

KOTaToO BE NOTPAOBA HOBA HEQOPManEA

Zp/apps
T apDs/org telegram messenger

571921516 Jobn Dos

 telegram mes: Fcached db : 0x14EBOIO 4 Size: 31055872 bytes)
‘org telegram messenger: y mggabkmmgs. bytes)

(Table: users, Size: 8458301 bytes)

9.4.2019 r. 07:4%(UTC+0)

Buepa cem mererman gorr 40GB ot cepespa. .. Bmossrenso nanara 6aza or

Torenemssk

Status: Semt

9.4.2019 r. 07:50(UTC+0)
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C’BIJ.IO TakKa CroAcisd, Y€ nMa OCTABCH MMOCTOAHCH JOCTBII 10 BBIIPOCHHUA CHPBBP.

® © 135 /% B8 27 &

806361477 1N G

I1le T8 mHIIA A0 KPag Ha JCHK

9.4.2019 r. 07:51(UTC+D)

m)‘w&q&m&mﬂ &b ; 0x14EBTDF (Table: messages,

571921516 Jobn Doe

Ocmmmcxnmmcnmmnocm“Tmcmomnnmmmmm

Stwmas: Sent
9.420189 r. 07-58(UTC+D)

telegracn esvenger Sicached db - Ox14EBSSS (Table: massages, Size: 31055872 byoes
qu e st . e CRED (F bl sy S S5 0393 1y

High
806361477 THENEN G
Jodpe
9.4.2019 r. 08:00(UTC+0)
Sousce:
%ﬁ?wﬂ tlepram messenzer/Deachet & | Ox14EBSFF (Tabie: messages,
wsers, Sue 2 byies)
High
F "
12
® © wim | B2 &
ocg telegam messenger Sicacked db - Ox1 able: messages, Size: 31053872 bytves)
: q?;; lzgmmmgu' feaches So-wal onccaxg (Toble: users, Size: 8458392 byred)

High

06361477 TG

chm IHIIA 10 KPas Ha JCHN

9.4.2019 r. 07:51(UTCH))

— i
s S ] #‘;ﬂ“‘t&mmwﬂwa OxI4EB7DF (Table: messages.

571921516 Jobhn Doe

OCTaB®I CBM CB HOCTORHEER JOCTRI JI0 ChPBEPA. . TORA CHINO MOKE A3 1O BMATE MPEBHT

Stames: Sent
9.4.2019 r. 07-58(UTC+0)

[ selegram messenger'ficaches @ | OxI14EBSS messapes. Size: 31055872 bates
g%:‘;mmmm‘ﬁxw Go-wai : OxCCBED (Table wsers. Size: $458392 byves) )
High
806361477 1N G
Hobpe
9.4.2019 r. 08:00(UTC+0)
Seewrrs
LOrE selepramn messenges fcached db - Ox14EBSFF (Table: messages,
users, Size: 31055872 bna;w 2 s @
P
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8 8 Q w w ®oms | B g &

g

806361477 T

Hexa craprapame cbe 10 000 bes cope xoaopere.!

942019 r 14:04(UTC+0)

Source
e/ appsieny talapram mesienger Ceached db  Ox1 $219E3 (Table, mwssages, wiees,
N 12 vytes)

571921516 John Doe
Oxeit e odeprara 3a mese. Kaxes e pritbexa or CEO-10

Swatos: Sent
942019 1. 14:05(UTC+0)

2ip/appe/ong telegram messenger Teached db - 0x1521946 (Table: messages. Size: 31055872
sy
2ip/appiong telegram messeper feached db-wal : DxCCBED (Table users, Size: $458392

vavesr

High

soss61477 1

Haetcn..!

9.4.2019 r. 14:06(UTC+0)

B cpuusa yar wa 12.06.2019r. T.[. nume: ,M3ternm 3 moauuu mo Kacko. 3acmpaxosamenHo
opyacecmeo 1. 3acmpaxosamento opysicecmeso 2. 3acmpaxosamenno opyxcecmso 3.

H Q @® @ 24 /7%

206361477 TG

Hsrernm 3 DOMHIE IO KacKO

12.6.2019 r. 04-06(UTC+0)

JB B Q ® @ 5 /7%

806361477 1l G

3acTtpaxoBaTesiHo

apyxecrtso 1 12.6.2019 r. 04:06(UTC+0)

Source:

m\n’pﬁwmg telegram messenger/f/'cached db : 0x1A58481 (Table: messages.
v ZOytes)

806361477 T G

3aCTanO BaTe/IHO

ApyrKecTBo 2 12.6.2019 r. 04:06(UTC+0)

Source:

mfzpps-‘mg.teleyzm messenger'f/cached db : 0x1A58432 (Table: messages,
WseTs, Size: 310008 72 Dytes)

806361477 T G

3acTpaxoBaTesnHo
ADPVXKecTBo 3 12.6.2019 . 04:06(UTC+0)
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® @ ./ m | B Z &

wsers, Size: 31055872 byves)

571921516 Jobn Doe
Caygrre OTIETH BN AHPEXTHO OPETEEATHATA IIONENA7

Status: Sent
12.62019 r. 05:52(UTC+0)

zipappriocy telegram mevsenpesficached db - OxIAIEF4S (Toble: messages, Size:
sip/'appuiorg wlegam messengesficached d>-wal : OxCCBSD (Table: users, Size:

High

571921516 John Doe

Kaxso ToHO Te HETEpeCYBa

Seatas: Sent

12.6.2019 r. 05:52(UTC+0)

@ : OxIASSED7 (Tabie: messages,
elegam &-wal : 0xCCBSD (Tadie: nsers,

OpHraraTEa noaHua

12.6.2019 r. 05:52(UTC+0)

boiikoB My niumie: ,,CBajaui CbM BCUYKH T€HEPUPAHU MOJIHUIM OT BYEpa U OT JHEC 10 94.“ (11 u

12.07.20192.) ,,6314 daiina®.

®© = /™ | B 2 &

571921516 Jobx Doe
Caamor ChM BORIER TCHCPHPAEH TOAHITE OT F96pa | OT jrEec 4o 94

Status. Sest
12 62019 r. 06:07(UTC+0)

571921516 John Doe
6314 dafn

Stami: Seat

1262019 r. 060NUTC+O)

<
o appsecp wiegnaes waisenpee Toached & - OxIASSSDF (Tadie: mesaged.
o appiecy mingres meisengee Toded -wnl | OWCCBED (Table win.
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B war mexnay nuia ¢ noTpedUTeICKu uMeHa ,,P “u ,,John Doe*“(0wner) yctaHOBEeH Kato
Kpuctusia boiikop EI'H ***#xaxsakx

A

@® @ 16 /703% B ¢ &

e 3EV2I8 T2 Uviesy

Start Time: 592018 r. 06:27(UTC+0)

Last Activity: 16.6.2019 r. 11:33(UTC+0)

Number of attachments: 72

Source: Telezram (359!

Source file: ).zip/appsiorg. telegram messenger/fcached. db : 0x20DES2 (Table: meszages, Size: 31055872 bytes)
| zip/apps/org telegram meszenger/feached db-wal : 0xCFFEG (Table: users. Size: 8458392 bytes)

Body Rie: chat-3U.1xt

Participants:
- 681060422
' I
g 571921516
‘ . John Doe (owner)
Identifier: 681060422

Ha 03.11.2018r. Kpuctusin bolikoB nuiie ,,Y 1apHx ................ 3aCTPaxoBaTejieH Opokep*

STI921516 Jokn Doe

Yaapux......2acTpaxoearencsH Gpokep

St Sent
3112018 ¢ 20 INUTC+0)

p gy ey miagrn messenge T(acked S SIIIC (Todle warsages.
pppvery wiegim ssemgs okl Swal - WCCRD (Toble: wen.
392 by

High

STI921516 Joha Dow

Sarna e mcra

St St

3112018 r. 20 IXUTC+0)

e
0 2p ey mleps g Tockel & OWSTTT (Toble mncage.
0.2 appuerg wleprm meuenge Teached Sl OWCCRID (Tabde wu.

Higk

suiosoc [
pdadd

Hsikonko MUHYTH 110 — KbCHO J100aBs ,,3a o 20 6oHa He gaBam. Bknan mu cu 24GB 6aza.*
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571921516 Johe Doe

3a nox 20 bosa Be Janas

States: Seat
3112018 r. 2035(UTC+0)

TP apyorg slegras massenper Toackad b | OnBISF0 (Tabde: messages,
z m messenges Seached dbowal : 0xCCBED (Toble: wien,

— . gy

High
571921516 John Doe
Baagan e ca 24GB tasa

Stomx: Semy
3112018 r 2036(UTC+0)

L9 wpps org elegram messenger Toached db - OxS559ECS (Table: messapes,
Mg massenge Teached Oowal | uCTBED (Tabie: wian,
Sl 5258592 Wnes) g @

Hizh

571921516 Johx Doe

Helmmmmmmmnlmcamm

3112018 r. 20;36(UTC+0)

Licached 4 - OxsSPELS (Toble- mesmages, Stze: 31033872 byms)
RIS Wmeswngr Toxbed S-wal M(‘gb (Table: wiars, Siza: $455392 bvms)

B rpymoB yaT ¢ y4acTHHIIM ¢ TOTPEOMTEICKH MMeHa ,,John Doe“(Owner) ycraHoBeH Kato
Kpuctusn boiikoB ET'H *****x**xx ] “ ycraHoBeH KaTo J[.X. EI'H ***#x*xxsxs “Iyan
Todorov” ycranosen kato MBan TomopoB EI'H *****x*x*xx- Georgi Yankov® ycraHOBeH kaTo
[eopru SukoB EI'H ****#xxixxs 13 TAJl* ycranoBeH kato 3.M. E['H **x*dxdxkx A«
ycTaHoBeH KaTto A.IL. EI'H **x#xsarsxrt: | V¢ yctaHoBeH kato W.I1. EI'H ****xsxxxx B«
»R “ 50 V¢ ycranoBeH kaTo [.I'. E['H ****x*xsx N “ C.H. E['H ***xsarskarkx
9J A% LE “ S TAD*; ,,G “ ycranoBeH kato [.A. E['H *****x*xxx |
TA* yctanoBeH kaTto M.A. EI'H *** st

B chmus rpymnos yar Ha 17.12.2018r. MBan Tomopos criogens yeb aapec https ,

Ha kato boiikoB oTroBaps ,,Yakam ro karo Tonswa xiisg0. B 2 gaca mie ro mycHar. Ille ce mpo6Bam na ro
rbpos... Tus ot Ka3axa, 4e KOMyHHUKAIUAITa My € U3ISUI0 KPUITUPaHa.
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https://bgtoll.bg/

@® @ 1 /0% B ¢ &

571921516 Jolm Doe
Haxau ro £aro Tomy xanb

Stames Saoe

17.132018 r. 09:26(UTC+0)

gy itlegr e mewenge Tisbot & O 1R (Table newage,
g idoyrun sosscsyer Tombeod @-wal KCCRED (Tubke uses,

| ®s ]

571921516 Jobm Doe

B 2 waca me ro uycmar

Soamx: Saee

17122018 - 093KUTC+0)

3 rwpd apping ideyr n moocrger Tioxhed & O 1REDC (Table e,
I dplappiong Micgres moatsges Tohed @-wal | IWOCRRD (Tabis: wies,

571921516 Jobn Doe
e ce opobaax 7 ro rap6s... T o (N <523, Ve KOWYISCEATa ¥y &

HANENO SPENTHPAES

Sextmx St
17.12. 2018 r. 092AXUTC+D)

= legren. mesong/Dachol 2 : (oA TKTED) (Table: scwmges, Sise: INASE0? byics)
Elcgramn s g cachot vl | WCCEND {Tabie: e, Sare. B5K392 bylst

B rpymnoB yar ¢ yyacTHHUIM ¢ MOTPEOUTEICKH UMEHA ,,3 TA* ycranoBeH kato 3. M.
ElH ****xkxkxk John Doe“(owner) ycranoBen kato Kpuctusa boiikop EI'H **********x. «Jyap
Todorov” ycranoBeH kato MBan Tomopos E['H *****x*xsxk ] v* ycranoseH kato U. IL.
EI'H ***xxdxrsx G “ ycraHoBeH KaTo [ A. EI'H **xxxkxix ] *“ ycTaHOBEH
kato [[.I'. ETH *******xxx TAJl* ycranoBeH kato M. A. ETH ****xdx*

boiikoB my0mkyBa yeb aapec Ha Ovbr1eapcKu meaieKOMYHUKAYUOHEH ONepamop **FHxxxkxsxkxs

CJIC€d KOCTO IMUIIC ,,6szeapCKu onepamop MoJI3BaT CblllaTa CUCTCMA, KOATO YCIIAXME J1a XaKHEM :D.

Ta3u Ha sk st sk s o sk sk sk ee
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571921516 Jobn Doe

hnps;/,’“-ww Yeb agpec Ha BbArapckn TenekoMyHUKaLMOHeH
onepatop

Statas: Sent
2142019 r. 10-52(UTC+0)

Saurce:

| Zipappaorg. telegram messengerficached b - 0x16960C1 (Table: messages,
ssman s s ol 20 ‘orz.tel enger/ficached db-wal : 0xCCBED (Table: users,
Size: $438302 bytes) y @

High

571921516 Jobkm Doe

Mme Ha 6barapcku HO3BAT CHINATA CECTEMA. KOATO YCIARME Ja XaxaeM -D
TeNeKOMYHUKaLMOHEH
onepatop

21.42019 r. 10:52(UTC+0)

i telegram messenger/ficached db - 0x1697FS7 (Table: messages. Size: 31055872
gm‘gzg‘g&mnwmﬁaw db-wal : OxCCBSD (Table: users, Size: 8458392 bym;s)

High

571921516 John Doe

TaaHa ! ®duoma ot IT cekTona

Statas: Sent

21.42019 r. 10:52(UTC+0)

L. zipappsiors. tel engerTcached &b - Ox1697F32 (Table: messages,

12 telezram messenger fcached db-wal - 0xCCBSD (Table:
Sizw: S8 byves) T TE S o e

B yat ¢ ygactHuim ¢ motpeduTencku umMeHa ,,J[  “ ycranoBeHa karo J[.X. E[H **xarsdaxsk
u ,John Doe“(owner) ycranoBen kato Kpuctusi BoiikoB EI'H ****xx*kx,

29

Start Time: 7.9.2018 r. 08:40(UTC+0)

Last Activity: 12.7.2019 . 12:54(UTC+0)

Number of attachments: 57

Source: Teleoram (350!

Source file ! zip/apps/org.telegram messenger/f/cache4.db : 0x1EA8F4 (Table: messages. Size: 31055872 bytes)
zip/apps/org telegram messenger/f/cache4.db-wal : 0xCB83B (Table: users. Size: 8458392 bytes)

Body file: chat-29.txt

Participants:

205947216
Jy
571921516

n John Doe (owner)

Identifier: 205947216

€ YCTaHOBEHO M3MPATeHo chobiienue ¢ aata 29.01.2019r. ot JI. X. ,.\ .bg

[orpeburencko ume: [ | Pass: OT TyK 710 KbjIe MOKEII J]a CTUTHeI"
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BoiikoB otroBaps ,,Moxe na cturua u Haganed. Ouaksart iu HU. Vam aHOHUMHO Tpsist Aa e

1

205947216 1|

I

TToTpeuTeNICKO HME

Pass:

).
).

zip/apps/
zip/apps/

@® @ % /703 B £ ¢

g

£,

29.1.2019 r. 09:28(UTC+0)

7

hed. db : 0x923513 (Table: messages, Size: 31055872 bytes)

hed.db-wal : 0xCB83B (Table: users, Size: 8458392 bytes)

295047216 TN

OT TYK [0 KBJI€ MOXEN J1a CTHTHEI

Semrea:
).
Size: 31055872 bvtes)

Size: 8438392 bytes)

Zip/apps/

zip/apps/

1),

/8,

hed.db - 0x923494 (Table: messages,
hed.db-wal : 0xCB83B (Table: users,

® ©

4547/ 7036 B & ¢

g

571921516 John Doe
Moxe xa cTerHa H Hagared

Status: Sent
29.1.2019 r. 09:28(UTC+0)

) zipiapps/org telegram messenger/ficached.db - Ox4174F2 (Table: messages,
S1ZE° $1U3D% 72 OVIes)
).zip/apps/org. telegram messenger/fcache4. db-wal : 0xCCBSD (Table: users,

571921516 John Doe
Odaksar T8 B

Statas: Sent

29.1.2019 r. 09:29(UTC+0)

) zipiapps/org telegram messenger/ficacha+.db - 0417404 (Table: messages,

) zip/apps/org telezram messenger ficached.db-wal : 0xCCBSD (Table: users,
Size: 438392 bytes)

571921516 John Doe

HIIH 3HOHHMHO TPAA 13 €

Status: Sent

29.1.2019 r. 09:29(UTC+0)

High
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571921516 John Doe
Awm cymiepcxo

Stamas: Sent

571921516 John Doe
H.IE I'H H3/IPBEY3 aHOHHEMEO

Status: Sent

Hish |
295947216 NN
AHOHHEMEO
29.1.2019 r. 09:2%(UTC+0)
i 0.zip/apps.‘org telegram .db : 0x4173E2 (Table: messages,
Zip/apps/org telegram messenger/ficached. db-wal : 0xCBE3B (Table: users,
IZET B4IEIVL DVTRS)
High |
295947216 ;1-
Mos npasTen paboTH C TIX. H IPH MOPEJHATA CMAHA HA KOMIIOTHPA MY, TO BKJIIOTBA H
HAMHpA TORA
29.1.2019 r. 09:2%(UTC+0)
R ‘egram messenger/ficached.db : 0x417303 (Table: Size: 31055872 bytes)
2] gilel db © : mest . e 5)
- . _ epemmessengerficached.db-wal - e (Tabie: niors. Seze: 8458301 byaes)
Hizh

29.1.2019 r- 09:30(UTC+0)

29,1.2019 r. 09:30(UTC+0)

| Zipapps/org telegram messengerficached db - Ox4177EA (Table: messages,
J zipapps/org. wlegram messenger fcached do-wal : (xCCBED (Table: users.

Size” $438300 bytes)

B wact mexny y9acTHHIM C TOTPEOUTEICKA UMEHA ,, 51
kato Kpuctusia boitkoB EITH ******x**

‘u ,John Doe“(owner) yctaHoBeH

21| Start Time: 9.11.2018 1. 13:53(UTC+0)

Last Activity: 15.7.2019 r. 08:41(UTC+0)
Number of attachments: 7
Source: Telegram (359!
Source file:

bvtes)

Body file: chat-21.txt

" zip/apps/org telegram messenger/f/cache4.db : 0xSEFBA3 (Table: messages. users, Size: 31055872
- . __)zip/apps/org telegram messenger/f/cache4.db-wal : 0xCCB8D (Table: users. Size: 8458392 bytes)

Participants:
203808694
| . b1
571921516
I . John Doe (owner)
Identifier: 203808694
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Ha 16.05.2019r. boiikos nuiie “MMamM JoCcThI IO MpekKara Ha 3aCmMpaxo8amenia KOMRAaHus S.

Ort guest pyrepa um*
990 /7036 B ¢Z &
High
571921516 John Doe
HiMam noctsn g0 KAaTa Ha
2 AR e 3acTpaxoBaTesiHa
Status: Sent KomnaHua 5
16.5.2019 r. 10:13(UTC+0)
Source;
%ﬁp’xﬂw&tﬂmm:mdﬂucm.db : 0x180CBDO (Table: messages.
%ﬂm’wg.mmsmgu’ﬂcm.dbwﬂ : 0xCCBSD (Table: users,
nze:
High
571921516 John Doe
Or guest pyrepa um
Statos: Sent
16.5.2019 1. 10:13(UTC+0)
Source:
m'myw&w:nwm’&uwdb : 0x180CB74 (Table: meszages,
c— e pps/org tel Pcached db-wal : 0xCCBSD (Tzble: users,
Size: 8458392 bytes)
High
B gar mexnay norpeburen ,,| V¢ ycranoBeH kato W.II. E[H *******xkx. 1 John
Doe*“(owner) ycranoBen kato Kpuctusit boiikop EI'H ****x*kxxkk
37 | Start Time: 1632018 1. 10:56(UTC+0)
Last Activity: 30.3.2019 r. 17:46(UTC+0)
Number of attachments: 411
Source: Telegram (359¢
Source file: p/apps/org.tel ger/f/cache4.db : 0x195EF51 (Table: messages. users, Size: 31055872
bytes)
zip/apps/org.telegram messenger/f/cache4.db-wal : 0xCCBSD (Table: users. Size: 8458392 bytes)
Body file: chat-37.txt
Participants:
384591193
' . I v
571921516
n John Doe (owner)
Identifier: 384591193

Ha 18.01.2019r. BoiikoB numie ,,Kaxxu My Ha JI., 4e rienar Ko JIOTOBETE TUS OT ObPHCAGHO

3

YyupeodicOeHue ¥ Hali-BEpOSATHO JI0 I0oBeYepa IIIe ONpaBsAT Aynkara.../la nppmna Ha Bpeme.*

571921516 John Doe

Kaxn My 5a JJi]. 9e raeaar sxo aorosere Tas oT il & 5af-BeposTHO 0 JoBedepa me e
ONpAaBAT Aynkara... JIa A6pna Ha Bpeme

Status: Sent
18.1.2019 r. 10:58(UTC+0)

| ] tp' app/ore tel nger/ficached db - OxAF82AT (Table: messages, Size: 31055872 bytes)
papps/s ! if'cached db-wal : 0xC! (Table: users, Size: 8458392 bytes)
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B rpymna ¢ 44 ygactHunm o3ariasena ,,ehsoftuni ce3ganena na 04.04.2019r.,

Start Time: 019 1. 07:16(UTC+0)
Last Activity: 15.7.2019 r. 18:32(UTC+0)
Number of attachments:
Source: Telegram (359,
gonme file:[ kip/app: ‘cache4.db-wal : 0x12E4CE (Table: messages. users, Size: 8458392
ytes)
ip/apps/s -ache4.db : 0x1BE30A1 (Table: messages. users. chats, Size: 31055872 bytes)

Body file: chat-11.txt
Participants:

878302922
I =

816092653

695526560
2 B

536421276
(@ —]

789629006

]

809662913

Identifier: ehsoftuni
v

B KosATO mMa mybnukyBaHo Ha 04.04.2019r. cwobmienne ot Kpuctusu boiikos ,,Koiito nHamepu IP
ajpeca Ha HOBUS CbpBBHP HAa HAII nevenu enHa kaca oupa‘

® B8 R Q @® @©@ 3 /0% B 2 &

571921516 John Doe

Koiiro namepn IP agpeca na soses cepesp Ba HAII nesexs egna xaca 6apa

Status: Sent
4.42019 . 09:44(UTC=+0)

Source:
p#app:otg hdcgw l.'uehe‘ db : 0x13EQF11 (Table: messages, Size: 31055872 bytes)
4.db-wal - 0xCCBSD (Table: users, Size: 8458392 bytes)

High

869277774 A

MaIko maBam

442019 . 09:-47(UTC+0)

I&:g)apps-’o@.m.mumm'ﬁw.db : Ox13E0EAG (Table: messages,

571921516 John Doe
JHobpe aiige... U meze gasax 2)

Status: Sent

4420191 09:53(UTC+0)
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571921516 John Doe

Xyb6ago, 9e HIKOH APYT He HH JeTe JaTa

Status: Sent
22102018 r. 10:29(

ip/apps/ / db : 0xS4D6F4 (Table: messages,
ip/app: db-wal : 0xCCBSD (Table: users,
O —
[ High |
27 92 Ivan Todorov
3a ToBa e OTZeNeH )
22.10.2018 r. 10:30(UTC+0)
)24 telegram db : 0x54D694 (Table: messages,
).z telegram db-wal : 0xCC2C9 (Table: users,
JORT—
r T TeLa 1
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