B gar rpyma ,,tad cyber team® e ycranoBeHa mybnukanus, B kosito Ha 05.03.2019r. VBan

Tomopos mume: ., Ille cBajiAM NMpaBUTEJICTBOTO Xaxa®

® @ =6 70% B & &

£ felegrun messenzar Tcached do-wal - UxCCBED (Table wsers,

[ =i |

279562092 lvan Todorow

CRIQ & 93CT OT EXHNA, BROPERH H BRHINCH. C Hero HOANECEIM TPARJEAHCKR

TOTOEOD.

33.2019 r. 13:03(UTC+0)

\zip/apps/org téleamam messeniger Teached db  x101DCEE (Tuble: messages, Size: 3103587) bytes)
| zip/aposiore felegrm messenger/ficached db-ural - 0RCC2CY (Tabie: nsers. Sire: B45638] bytes)

Hizh

571971516 Jobn Doe
T CH penmy CEPHEOSHD Aa TH BICMENT BCHIKETE

Stams: Sem

533019 r 13:03(UTC+0)

|2ip/apps or telsgram massengerficachad db : dx10LDCS] (Table: messapes,
| zip'appsorg telegram messengen fcached dbowal - GxCCBID (Table: usess, Size:

. [ @

279562092 hvan Todorov

11l ceansM NPEBHTEICTBOTO Xaxa

532019 ¢, 13:04(UTC+0)

chad. b 0x101DBEC (Table:

ip/appsiong telegram messenger Tiached db-wal - RCCICE (Table: asers.

Ha 21.06.2019r B cpmiata rpyna, boiikoB myonukysa: ,,¥Yaapuxme Ha bat Mutko ot -

MalrHaTa U OTKpaJHaXME BCUYKU ,IlOKy'MeHTI/I“

571921516 Jobw Doe
Y aapexme 52 Bar MeTRo n'[- MANIFHATA

Stams Sent
2162019 r. DB:O3{UTC+0)

Sanera:
. zipiapps/org telegran: messenger ficached. db : Ox1B5308B (Table: messages,
\zip/apps/ar telegtain massenzer/Ficached. db-wal - (RCCBED (Table: users
Size S by T e T

High

571921516 John Doe
H oTEpammaxue BCHTEH JOEYMEHETH

Stwms: Sent

2162019 r. D8:03(UTC+0)

1ppsiors rlezTim messengerifioached. db - 0x1BS80CE (Table messages,
1ppslorg elezrm messengerEraches db-wal : (wCCBSD (Table: users.

Hish

571821516 John Doe

@chapoblan

Stwms: Sent

2162019 r. 08:03(UTC+0}

dipiappsiorg elegram messenger/ficached db - (xIB388AE (Table: messages.
dp'apps/org. elezram wessenger Frached db-wal - (xCCBED {Tahle: users.

1/10



571921516 John Doe

{@chapoblan

Sty Sent
62019 r. 08:03(UTCHD)

Hpappsorg elegram messengerfcached 4% - Ox1BFESAE (Table- messages,
Zipiappsiorg. lezam messenger Feached db-wal : (uCCBAD (Table- nsers,

Hizh

371921516 John Doe

Cre pormm HCA

Stams: Sent

2162015 r. 0B:0HUTCH)

ipappsforg.telegram me:senperFoached db - 0zIBGTFDT (Table: memages,
ipfappsiorg telegram messenger/frached. db-wal - (xCCBED (Table- nsers,

)

T79562092 Tvan Todorow

2162019 r. 08-04(UTC+0)

[ High

Karto okxono MUHYTa IIO-KbCHO, CIIYXXUTCIIUTC IOJydaBaT MHCTPYKOHA OT WBan TOI[OpOB Ja

CBAJIAT BCUYKH MMapOJIM U Jla HAIIPABAT KONue (mirror image) Ha nH(GoOpManusTa

279562092 Ivan Todorov

CBANETE MY ECHIRO, ITADPOIHE MapOIH

21.6.2019 r. 08:-05(UTC+0)

el T b : 0x1BS7CE4 (Table: messages.
forg tel=gram . db-wal - (=CC2CE (Table: users,

667684434 Zi-.D

21 6.2019 r. 0B:05(UTC+0)

‘OTE telepram ched.db : Ix1BTCAD (Table: messages,
Zip/appsiorg telepram messenger/ficached db-wal - (XDEOCD {Table: users,

.

279562092 Fvan Todorov

HANPARD MIMTOf image

21.6.2019 v 0B-05(UTCU)

..... ched.db : Ix1BETCA9 (Table: messages.

Zipiappsiore felegram messengerficached. dh-wal - (xCCICE (Table: usars,

2/10



Y JIOTIBJIBA ,,TO CJIel BCEKH OAUT UMAa 10 eUH yaapeH

L OO
667684434 S-D

2162019 v 08:05(UTC+0)

| zipfappsiors tekagram messenger/ficachas. db : 0x1BG7COS I:Tab]e'.nizssages,
| Zipappz-org fekegram messengerTivached. db-wal - (xDESCD (Tabde: usars,
Size: B458391 bytes)

e

279562092 Ivan Todorov

TO CHEJ] BCEKH OJTHT HMa TI0 &IHEE VapeH

2163019 o 08-08{UTC+U)

| Zipiappsare elepram messengerToached. db : x1BSTBES (Table: messages.

| zipiappsors telzzmam lcached, dh-oral - (RCCICE (Table: users,
SIZE H498INE ytes)

L

279562052 Tvan Todorov.

Eax

2162019 . 08-06(UTC+0)

| zip/apps orz teleeram perficached db : xIBATB4] (Table: messazes,
| zip/apps/org telegram messengenficached, db-wal - (xCC2CO (Table: users,

AT aTIAIYL UYL

B rpynata e ycTaHOBeHa 4aT KOMyHHKalus, B KOATO bolikoB nuiie ,, XaKkHaxMme CbpBbpA. ..

nMmame 4-5 HWHHUIO WA HO HE 3HaM TOA CbPBBP A0 KBU APYTrH CUCTEMHU MMaA JOCTHII LIC I'O pasricaame

yTpe ciie] paboTa TO € ¢ KbM 7 HCKax Jia MPOBeps eIMH BUPYC.... Jlanu 1ie ro XBaHe ceMuIaTa um*

™ © 40 /7036 B & &

571921516 John Doe

Xasuaxue CEPEEDA. HMaMe 4-5 HEEITHATE

Stamy: Sent
1072019 r 1T-42(0TC=0)

piippsiors teleztam messengerieachad db - OxIDSOB3A (Table: méssazes.
piappsiarg felezrm mssssenger ficached db-wal - 9vCCBED (Table: users,

Hizh

571921516 John Doe

Ho B¢ 3HaM TOE CEPEED 10 KBE JPYTH CHCTEME BM3 FOCTRI

Statmy Sent
1072019 ¢ 1 7-4UTC+0)

‘Tp/apps org felezram messenger Feached db - (L DFRACA (Table: messages, Size: 31055872
‘ipappsiong felbztain. messenzerTrachs? db-owal : 0xCCBED (Tabli: users. Size: 8438302

| Hg ]

571921516 John Doe
e ro parnemane yIpe cueg pabora

Stutus: Sewt

1072019 r 17-42(UTC+d)

ipps.ar selezam messenger Teacheddb - OxIDSOAID (Tabis: messages.
apps-arz telezram messenzerf/cached db-wal : SRCCBAD (Table: wsers,

3
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® @ xormw | B & &

i i T e i Al R ORI (T s

o =

571921516 John Doe

To & ca keM 7 HCRAR &2 NPOBEPS &HHE ERPYC. . [GUH MIE TO KBIHE CEIMENATa BN
10.72019 r. 1743(UTC+D)

¥appsiorz talesTam messengerFicached db : 01 DS005D) (Table: messages. Size: 31055872 bytes)
. _iappsors telesram messenger ficachad.db-tal : 0=CCBSD) (Table: users, Size: B438391 bytes)

High

571921516 Jobn Doe

H or TamM MATKO eCRATHPaK

Siowms: Sent

10.7.2019 r. [7-A3(UTC+0)

|-zipiapps‘or, eleram messanzer Ecachet db - OxIDI0GES (Table: messages.
|.zipiappsorg. elegram mues senzerfcached db-wal : 03CCBID {Table: users,

size emsnams vy

[ Hin |

Hskonko yaca no-kbcHO VBaH TogopoB otroBaps ,,/{a ru kpunrtupame ueaure. U 1a ru
MUTAM cJie/ 1Ba THA HAMAT JIM HUKAA OT KuOepcurypHoct. Jaxe HsimMa na ru nuram*®

® © s 0% B £ &

apps‘org telepram messenger ficached db-wal - (nDESCD {Table: users,

279562092 Ivan Todorow

JIa TH KPHEOTHPaME HETHTS
10:7:2019 r. 19:1S(UTC=0)

appsiong telepram messenger/ficaches. db : (xID5071F (Table: messapes,
appsore. teleETam. hed. db-wal - (wCCICE (Table: users,

=

2759562092 Tvan Todorov

H ja r8 nETaM Ceq Z(Ba TEH BAMAT JH HEAE/A 0T KEOEPCHTYPHEOCT

1072019 r: 19:15(UTC+0)

appu/org telegram messenperfirached db « (x1D30687 (Table: messazes, Size: 3153871 hyvted)
ApDs/aE teisfram massenger fieaches db-wal :mgﬂ'ab'n: nsers. Size: 8455300 byees)

e L)

2759562092 Fran Todorov

Jlame BAMa 3 TH IHTAM

10.7.2019 ¢ 19:15{UTC+0)

Ziplappsorg telpmam 1 ches.db ; (x1D5061E (Table: massazes,
ipapps oz T Emam chied. db-wal - 0RCCICE (Table: users,
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Ha cnempamuss nen (11.07.2019

2.), boiikoB

cnogens Ha TomopoB yed anpec

eisicliicriiosiiceliticiiciiosiiceiiicieet (ha 0vparcasho yupeoicoenue) n auie ,,@Chapoblan, Buk

KoM e mpaBmi caiita :) “ TogopoB otroBaps ,,Mma. To cu e TIXHO Maif 1axke ToBa.“, Ha KOeTO boikoB

nure ,,/Ipyrara cenmuna ca B busomnn*.

571921516 Jobn Doe

hittps:|

Stums: Sent

yeb agpec Ha AbPXKaBHO yupexaeHne

11 72019 r. 14-51(UTC+0)

ppsforg.lezm messenger Fiached. &b : 0xIDSD30E (Table: messages, Size:
ppsiarg.ielezram messenger fached db-wal : §CCBED (Table: users, Size: $458301

High

571521516 John Dos
(@chapoblan Bk x0H ¢ MpasHD CafTa o)

Stats: Sent

v err20aws umvEn)

1172019 r. 14:5MUTCHY)

p'apps/org elegram messenger Tcached.db - DRIDSDAS2 (Table: messages.
zipiapps/arg selegram messenger ficached db-wal : 0CCBED (Table: nsers,

[ Heh
279562092 Fvan Todorov
117 2019 r. 14:54(UTC+0)
piapps ched @b : DXIDSDISIS (T:
Papps/ore telegram messenperTicachad db-wal : (RCC2CS (Table: wsers,
@ @ w5 % B 7 &
| High |

9r 14-SHUTCHIY

& - (e DSDN] (Toble: messapes,
worp teagam mesenger Tiached db-wal | (RCCICH (Table users.

STI921516 Tobn Dos

Jpyrara cenumma e ca » Emons.

1172019 ¢ H:SHUTCH)

mp'apperg legran messeper Toached &b - OiDIDI00 (Tadle messhpes.
: dbewal - GwCCBAD {Table: msery.

T

Sace wmsares piea)

B chmara rpyna uma ycranoBeHa yaT komyaukaius ¢ gata 03.11.2018r., B kosto boiikos

COo4H, Y€ MMa OJOCTBII A0 CUCTEMATA Ha 3acmpaxoseameiid KOMNAaHUs 4

5/10



ApykecTso 4

3112018 r. 00-SB(UTC+0)

hed 4 - Ox6435818 (T
dv-wal : 0xCCBED (Table- users,

571921516 John Doe

3112018 r. 00-58(UTC+0)

zipappsiorg nelegram messenger T cachad b - Du8457CT (Tahle: messages.
zipiapps/ore telezrm messenger fitached dh-wal : (5CCBED (Table- users,

571921516 Jobn Doe

ByEBa1m0 /10 TOpTAIA B K0iTo Bonka exma cayanTenka i kama

Sutus- Sent

3112018 r. 01:06{UTC+-0)

E" forg.telegram messenger Frachet db - OxS4570C - messages, Size: 31055872 btes)
i 'HIB*"!E ‘cachet do-wal : 0sCCBSD (Table: users, Size: HSEJthnziJ)

kato MBan TomgopoB nuiie ,,3Ha4u 1a TH TOHUM 32 TECTOBE aKO HE, B HOBUHHTE"

@® @ 3 /0 | B 2 ok
- - 3 UL | IO IESSAESS, SIDE: SIUSYE 4 OyEsy

F.;awy"‘_ ‘ocz, telapram messengerficached Ghowal: TRCCHD (Table: users, Size: 3438302 bytes)
Hizh

571921516 JTohn Doe

114k datina m 7GB Gaia B xpaiina cMeTEa ©)

Siwims: Sent
3113018 r. 04:56(UTCHT)

 ziplappsios telegmm messenger ficached.db - (w645688 (Table: messages,
| zipiappsors fligmm messenzr ficached.fo-wal : 05CCBED (Fable users,

| m=n ]

371921516 John Doe

H exma Gezcrana Hom

Statns: Sent

FA1018 r. 04:57(UTCHE)

| zipiappsior, felezam messenger ficached db - 0wS4361F (Table: messages,
| zinappsior telegram messenzer ficached. db-wal - I5CCBED (Table: users,

2092 Tvan Todarov

3Ba1H A3 TH F'OHEM 33 TECTOBE

6/10



® @ 20 B & o

I High

279562092 Ivan Todorov

Axo Be, B HOBHHHTE

3112018

|p/appeong telepram messenperficached db - Oxf45483 (Table: messages,
|n‘appsiong tele pram messenges ficached. db-wal - (xCC2CE (Table: users.

571921516 John Do

Tneu 13 MEHE HIBECTHO EPEME

Status: Sent
3112018 ¢ 1 1 1B(UTCH+O)

Jipi‘anps/orz telegram messenzer/icachad db - Def4540F (Takle: mesame:,
[op appsiorg telegram messenger/feachad. db-wal - 0xCCBED (Table: users,

High

5716821516 John Doe

He e 6ux Bzgaxan eggara 6axa. 18.7GB e ocsoraaTa Haza 53 EeHTHTE

Stwtus: Sent

3112018 . 11:34(UTC+0)

Source:
/apps/oeg telegram messengerSicached.db - 0%545337 (Table: messages, Size: 31035872 bytes)
@' \apps/org tale zram meassenger Fieached dh-wal : MCSSD {Table: usars, Sipa: 8438307 rites)

I T wa 1

Hskonko yaca mo-KbCHO Pas3sroBOpbHT MPOABIIKaBa, KaTO HBan TOI[OpOB nume: ,,3Ha4u MOXEC

Ja CTaHC YyACCCH CKaHaall. AKo cBbM IIIe IO Kaya B HETA 3a Ha3I/II[aHI/Ie“

® @ a0 /0% B & &

’s\xg.mlegm.mmgni’ﬂtm.m + 0xCCBED {Table: tasers,

. [

279562092 Fvam Todorov

dRax

3112018 v 1247(UTC+HD)

. zip/appsiorg telspram messenperfirached db : (uG4820A (Table: meszages,
| Zip/apps. org telegram messenger fcached db-wal - CuCC2CP (Tahls: users.

[ Hizm |

279562092 Fvan Todorow

SHATH MOKE X4 CTAHE 9y IeH CRARJTAT

3.11.2018 ¢ 12-47(UTC+0)

Source.
| rip/appsorz telepram messenperficached. db - (48258 (Table: medsazes.
 rip/apps/ors felspram messengerEicaches db-wal - 0uCC2CE (Table: users,
[ Hen ]

279562092 Fran Todoroy

A0 aK0 CEM IHE T0 K393 B HETA 33 HaIH/[3HHe

3112018 r. 12:4T(UTCHY

’p'mmg selapram messengerficached.dt - (%648103 (Table: messages, Size
Ip/apps/org teleram messenger/icached. db-wal : (CC2C0 (Table: users, Size:

7/10



YcTaHOBEH € TPYNMOB 4YaT C YYaCTHHUIIM C MOTpeOHMTENCKH uMmeHa ,John Doe“(owner)

yctaHoBeH kaTto KpuctusiH ['eoprues boiikop EI'H **#*#xs x| “ ycranoBeH kato J.X.
EIH #*#*#x%xkx%x. “Iyan Todorov” ycranoBeH kato VMBaH Tomopo ET'H ******kikik.  (Georgi
Yankov* ycraHoBeH kato ['copru SIlHkoB EI'H ****#*ksxkx. 13 TAJl* ycranoBeH kato 3.M.
ElH #x#xsxsxsas. A ¢ ycranoBeH kato A.Il. ETH ####dsskaks, | v yCTaHOBEH KaTo
WL.II. ETH #¥*#skxikx. p “ »R pP«, .G v* ycranoBen kato ['.I'. EI'H
stk skdk Rk N “ C.H. ETH *#sikssksnsk, | J A%, E “ .S TAD%, ,,G
“ ycraHoBeH KaTo [.A. E['H **#* st (] TAI* yctanoBeH kato M.A. E[H ###kxsxsk,

@ @ sm7 /703 B &Z &

i Bt Tiome 54 43S r. 1125
Tk Ackwity: 16 2009 . (0
Vb of mischmi: 115
Eomyoe: Tl M)
Soryce il iyt e e ey Tioached db - {54 T8 { Tublie: mvomsgey, s, Broe 11055572
- apfuppoierg sk mosmgenTicacied. dhwal - GaCCERD {Tabie: me, chals, See 238500 i)
Bexdy Bic: b33 1l
Paotcoymnia

STIRIIALE
J‘ ,h Jidem e (iwamesy
TR
J- —
L o
{1 o Tadrow
»
IR TRy
| Trarg Yoy
<
SEMERSI
. — v N
» 9
SEZROT 4L
{ i
P 4
YEAER 18
aRigeu
i —
» 9
S231401 7
i L —
» 9
SOLEASED
o
SARCOAs
§ ‘—
» o
CRLEE L
5 L —
Py
SR
—
|
YLt da2d
i SC——Tal
»
Y2RS5
—
Thaed 0
i | H_Tadl
» 9
Tdonifer fad oup
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Ha 23.03.2019r. MBan Toxopos nwie: ,, TecTBaiiTe MOOWIHOTO NPUJIOKEHHE HA yeb adpec Ha
bvreapcku nosunapcku caim'

H Q ® © s5m s

Size: 8438392 bytes)

279562092 Ivan Todorov Yeb agpec Ha
Bb/IrapcKkn HOBUHAPCKM

TecTBaiTe MOOHIHOTO IPEIMKEHAS Hi

cant
20.3.2019 1. 12:10(UTC+0)

Source:

zip/appslorg telegram messenger/ficached db - 0x11BTE4] (Table: messages,

zip/apps’ 1! fleached. db-wal : 0xCC2CY (Table: users.

T TryTE=T

CrneBamusT TPYIOB YaT C YYaCTHHIM C IOTPeOUTEIICKH MMeHa ,,Georgi Yankov* yctaHOBEH
kato ['eopru SnkoB E['H *****#*asdik. “Jyan Todorov” yctanoBeH karo Wsan TomopoB EI'H
RddRRAARRREE LG v, ,,John Doe“(owner) ycranoBen kato Kpuctusa boiikos EI'H
Ridloialoalolal i | “ ycranoBeH karo J[.X. E['H *******xxx. A “ ycranosen karo A.Il. ETH

skskoskoskoskoskskskoksk. 13
: .S TAD*.

3 Start Time: 26.5.2019 1. 17:40(UTC=0) diery Beh
Last Activity: 16.7.2019 r. 11:35(UTC+0)
Number of attachments: 10
Source: Telegram (359
I | zip telegram F'eached.db - 0x18983C2 (Table: messages, Size: 31053872 bytes)
ety cached db-wal : (x12DECS (Table: messages, users, chats, Size; 8458397 bytes)

Tzplapp

Body file: chat-5 ot
Participants:

TE1290629

J h Georgi Yankov

279562092

é & Ivan Todorov

6EI093683

By —

371921516
Tohn Doe {owner)

2
2

i =
n =

Identifier tad zales team

295347216

B uata e ycranoena mybnukamus ot MBan Tomopos: , https://www. .
(6vreapcku yeb caiim 3a nyonuxysawe na 06sa6u) Tyk MOXKe Ja ce OpUEHTHpaMe ChIIO 3a TOJEMHU
KOMITaHUH, KaTO CKHIBaMe HSIKOW KOUTO € SICHO, 4e e HHU pe3Har. Ako He, me mnoxydat CV ¢
TPOSIHCKH KaThp.
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® @ 44 /m% B ¢ &

279562092 Tvan Todorov

Obarapcku yed cait
3a MyOJIMKyBaHe Ha

06sBH 6.6 2019 r. 06:50(UITC+0)

teisgam chad db : 0x19BC302 (Table: messages,

telzgram Eicached db-wal - (xCC2C0 (Table: users,

279562092 Ivan Todorov

T}"K MOEE I3 Cf OPHEHTHPAME ChIND 33 NMOEMH KOMITAHAN, EAT0 CHHITBAME HEKOH KOHTO € JCHO, 96

I HE PE3HAT.

662019 . 06:51(UTC+0)
lj‘m%- i Eicachad db - 0x19BC43 (Table: massazss, Sizs: 31055970 bytes
Z telegram ‘cached. db-wal - DBCCEC“? (Tabla: users, Sime: E-15I8391'b'_\’92§} }

279362092 Ivan Todorov

Axo e, me nony3ar CV ¢ TPOAHCKE EaTsp

6.6,

| zip/appsiorg telzpram messenperfiraches db - 0x19BC4CT (Table: messagess,
1 telapram Eeached db-wal - (NCCICE (Table: usars,
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